REVERSE AND FORWARD 
MULTIPLE HOPPING USING A 
PROXY WHERE AT LEAST ONE 
HOP IS SECURE 

Abstract of Disclosure 

Reverse and forward multiple hopping using a proxy is disclosed. In a reverse 
scenario, a client sends encrypted data to a proxy in a first hop. The proxy 
decrypts the encrypted data, and may perform a test relative to the data. If the data 
passes this test, the proxy can send the decrypted data to an origin server in a 
second hop, or encrypt the data again and send the newly encrypted data to the 
origin server in a second hop. In the forward scenario, the client sends 
unencrypted data to the proxy in a first hop. The proxy performs an action relative 
to the data. If the data passes this test, the proxy encrypts the data, and sends the 
encrypted data to the origin server. The reverse and forward scenarios can be 
combined, and there can be more than two hops in each scenario. 
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